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The Steam Boiler Specification of 1994

Steam-boiler control specification problem

Jean-Raymond Abrial

August 10, 1994

Abstract

The following specification problem is suggested to the participants of the Dagstuhl Meeting
Methods for Semantics and Specification, organized jointly with Egon Borger (Pisa) and Hans
Langmaack (Kiel) for the week from June 4-9, 1995,

1 Introduction

. This text constitutes an informal specification of a program which serves to control the level
é of water in a steam-boiler. It is important that the program works correctly because the
J.R.Abrial, JR. (1996). q'ua.utity of \‘va.ter present Wl‘le[l the steamf‘boilevr 15 \f\»'(':nrking has'to b‘e neither _too low nor to
Steam-bo'iler control high; otherwise the steam-boiler or the turbine sitting in front of it might be seriously affected.
specification problem The proposed specification is derived from an original text that has been written by LtCol.
In: Formal Methods for J.C. Bauer for the Institute for Risk Research of the University of Waterloo, Ontario, Canada.
Industrial Applications The original text has been submitted as a competition problem to be solved by the participants

of the International Software Safetv Svmposium oreanized bv the Institute for Risk Research. [t



Basic Setup

T 4x Pumps
Q o + throughput monitoring

Water level: 7291

 Valve

Steam sensor
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Verification using Temporal Logic

SPIN

CO((NORMALv DEGRADED) = ((WaterLevel > N1) A (WaterLevel < N2)))

O((INITIALIZE) = ¢ ((WaterLevel> N1) A (WaterLevel < N2)))
Fail[n] = ((Unused[n]) W(Repaired[n])) n:pump indice
O(NORMAL = NoFail)

O((NoFail[n] A RevOrder(n]) = ¢ (ExecOrder[n]v Failln]))

O ((—~EMERGENCY A—INIT) = (WaterLevel # PreviousWaterLevel))
O((SteamFail A ~WaterFailure) = (DEGRADED))

O (WaterFail = (RESCUE))

Duval, G., Cattel, T. (1996). Specifying and verifying the Steam Boiler
Problem with SPIN. In: Formal Methods for Industrial Applications

TRIO

UpToNow(pb) A —pr v
expectedOpen A ps(closed)v
o« —expectedOpen A ps(open)v
(UpToNow( —pchb)v | [ ps(closed) A pcs(open) v)

pumpDiagnosis:

pcr M ps(open) a pes(open)
pumpControlDiagnosis:
UpToNow(pcb) A —pcr v )
expectedOpen A pcs(closed) v ‘L
peh o> —expectedOpen A pcs(open)v [
f

UpToNow(—pb)v } ( ps(closed) A pcs(open)v
pr 4 ps(open} A pcs(open) )

é A. Gargantini, A. Morzenti (1996). TRIO specification of a steam
boiler controller. In: Formal Methods for Industrial Applications.
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Modeling and Verification in Lustre

Verification

* PI1: The mode is in {startup, initialize,normal,degraded, rescue, emergency }

* P2: Once the mode is emergency it is forever.
¢ P3: In normal mode no device is signalled to be in failure

1. p3 = implies(

- op_mode=normal ,

3. level_defect=0k and

4. steam_defect=0k and

5 AND (N_pump, pump_defect=0k) and

6 AND (N_pump, pump_control_defect=0k} and
7 not transmission_failure(pump_state)});

physical_units_readyA I
~failure
l NORMAL l— INITIALIZE
7 physical_un

ts_ready/\

level_failure

i o S
l RESCUE DEGRADED
failure A ~level_failure

Modes of Operation

steam_boiler_waiting A

!

~critical_failure A
~stop_request A\

stop_requ

critical_failure V

‘1 STARTUP

est

EMERGENCY

critical_failure V

é Cattel, T., Duval, G. (1996). The Steam Boiler problem in Lustre.
In: Formal Methods for Industrial Applications.

stop_request



SCCharts

A Statecharts Dialect with Sequentially Constructive Semantics

=) ELK SCCharts " KIELER

Eclipse Layout Kernel Tooling The Key to Efficient Modeling

e Automatic Layout * Simulation
* Transient Views * Code Synthesis
* Interactive Browsing * Model Checking

Visualization

Smart Zoom @ E 1; IS/S.

é R.von Hanxleden, B. Duderstadt, C. Motika, S. Smyth, M. Mendler, J. Aguado, S Mercer, O. O'Brien.
SCCharts: Sequentially Constructive Statecharts for Safety-Critical Applications. PLDI 14, 2014. 7



The 1%t Generation
Simulation and Tool Evaluation

from 2019
by Steven Smyth

S.Smyth, S. Domros, R. von Hanxleden. A Case-Study on Manual Verification of State-
based Source Code Generated by KIELER SCCharts. Kiel University, Department of
Computer Science, TR 1905, 2019.



The Full Model
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The Full Model with Top Down Layout

__df Plant

df_Readying
steamBoiler.fillBoiler !steamBoiler.fillBoiler Pr=

— /_,___J pumpController1.PumpReady
o / pumpControllert.SimulateDefect pumpController!.SimulateDefect
1) pumpController1.DeviceReady = true —_—

Error

Ready

—_df_Readying

Pr=0.7: oo Pr=0.7:
pumpController2.PumpReady pumpController3.PumpReady
/ /

pumpControlier2 tpumpController2 pumpController3 SimulateDefect {pumpController3.SimulateDefect
pumpController2.DeviceReady = true —_— —_— S pumpController3.DeviceReady = true —_—
Error

Ready Ready

Error

__df Readying __df_Readying

Pr=0.7:
pumpControllerd.PumpReady
'

pumpControllerd. IpumpControllerd.
pumpControllerd.DeviceReady = true —_—

Error

Ready

E
ValveClosed " -

Normal environment.FuelMode == 4

= = = N 2 3f_null .
¥ environment.EvacuationValve lenvironment.EvacuationValve i Fueltode == 1] x
Jsivambeee SiiateDetect \

-+ Booting Y . J\; —_— ——— environment.FuelMode == § CLICOI L 2k Degraded

25 steombeval acond —» Jitter — Pr-07:true. - Ready — swamiavelSemsiptsOstoct 2

ValveOpened environment.FuelMode = 3 || f
11

- environment.FuelMode == 4 2
_df null

environment.FuelMode == 5
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Modes of Operation

SteamBoiler

1: ManualEmergencyStop

Initialization 2: SteamLevel > 0
entry /Mode =1

3: DeviceDefective

1: ManualEmergencvSlop
2: damageRisk \ 1: ManualEmergencyStop — X EmergencyStop
Degraded ./ entry /Mode =5
Normal

.,—2: damageRisk
entry /Mode =3 -
B R ettt > entry (Mode =2 _———4: Devlcel:lefectlve — 3: WaterLevelDefective

N

Rescue @—1: ManualEmergencyStop
3: WaterLevelDefective — entry /Mode = 4
4: IDeviceDefective —

4: IDeviceDefective / \3: WaterLevelDefective —~

@——2: damageRisk

PumpLogic

11



A Single Pump

Pump
input bool Second
input bool ProgramReady
input bool SimulaieDefect
output bool DeviceReady = false
output bool DeviceDefective = false
const float P=25
input bool mode
output float q=0.0
Readying Pump
ProgramReady DeviceReady DeviceDefective
+ l /q=0.0
Booting *
/—- 3 “——\.__.__\ Working
1: SimulateDefect 2: 5 Second mode
) Activating }—=: > Second
- 1: 'mode—" fa=P
Jitter @ \ Pumping
'mode
Pr=0.7: true fq=0
Ready
entry /DeviceReady = true
exit / DeviceReady = false

!SimulateDefect SimulateDefect

Error

entry / DeviceDefective = true
exit / DeviceDefective = false



A Single Pump

Pump

input bool Second

input bool ProgramReady

input bool SimulateDefect

output bool DeviceReady = false
output bool DeviceDefective = false
const float P=25

input bool mode

output float q=0.0

Readying Pump

ProgramReady DeviceReady DeviceDefective
v l /q=0.0
Booting *
/.--" —-—-—-~___\ Working
1: SimulateDefect I 2: 5 Second d
i mode’ 2: 5 Second
Activating —

Iq=P

@ 1: !mode-/ \\ .
Pumping
S

)
Probabilistic transition :
triggering for simulating Pr-0.7: true

boot and repair delays

'mode
/q=0

mERay
entry /DeviceReady = true
exit / DeviceReady = false

fect  SimulateDefect
~a | *____,_.-/
Error

entry / DeviceDefective = true
exit / DeviceDefective = false

13



Interactive Simulation

== Steam level: 0 - -

% Water level: 7291
)

Heat: 120°C

6 It's demo time!

Initializing

14



Case Study Code Generation

Correctness Incorrectness

e | e Study with 42 students

- - * Finding structural errorsin

generated code

State-based State-based l

[=]
=]
~N
I
E=
j=
@
o
o0
-

0 0.2 0.4 0.6 0.8 1
(a) Correct answers (b) Incorrect answers despite being confident ° Eva lU a ti ono F 3 a p p roa Ch es
Confidence Recognition
Netlist netlist [ —— ° N e tll S t
P e | — o Pr|or|ty
State-based Statebased [ ——
[ J -
0 0.5 1 1.5 2 0 0.5 1 1.5 2 25 3 Sta te based
(¢) Confidence rating (d) Recognition of model elements
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The 2" Generation
Object Orientation

from 2022
by Alexander Schulz-Rosengarten

A. Schulz-Rosengarten. Language Design for Reactive Systems — On Modal Models,
Time, and Object Orientation in Lingua Franca and SCCharts. Dissertation 2024.

16



Object Orientation in Past Steam Boilers

SteamBoiler
< INIT, STOP

TRANSMISSION_ERROR

LEVEL Ko>—
UnitManager LEVEL_REPAIRED

PHYSICAL_UNITS_READY
LEVEL_FAILURE_DETECTION PUMP_CONTROL_REPAIRED
STEAM_FAILURE_DETECTION PUMP_CONTROL_STATE
PUMP_FAILURE_DETECTION PUMP_REPAIRED Vaive
PUMP_CONTROL_FAILURE_DETECTION PUMP_STATE
FROGRAM READY STEAM_BOILER_WAITING
i STEAM_REPAIRED
MODE
OPEN_PUMPS <>
CLOSE_PUMPS

m———
MonitoredPump
SteamSensor WarerSensor ?

I

Pump

PumpControl

R. Bissow and M. Weber (1996) A steam-boiler control specification

% with Statecharts and Z. In: Formal Methods for Industrial

Applications, Specifying and Programming the Steam Boiler Control.

sorts cstate, boilingstate, not_boilingstate

subsorts not_boilingstate, boilingstate < cstate

ops startup, ch.w_s, StBR, PrReady, PUReady : — not_boilingstate
normal, degraded, rescue, emergency : — boilingstate

vars boiling, newmode : boilingstate, not_boiling : not_boilingstate

class controller

atts timer : Timer - “rings” at time nAt.
state : cstate - states of the controller object.
stop_v : nat - number of stop messages received in row.
stoprec : bool - stop message received in current round?

initially timer := timer(At), state := startup, stop_v := 0, stoprec := false.

Table 1. The class controller.

P.C. Olveczky,P. Kosiuczenko, M. Wirsing. (1996). An object-oriented
algebraic steam-boiler control specification. In: Formal Methods for
Industrial Applications, Specifying and Programming the Steam Boiler
Control.

P. Carreira, and C. Miguel. Automatically verifying an object-oriented
specification of the steam-boiler system. Proceedings of the 5th
International ERCIM Workshop on Formal Methods for Industrial
Critical Systems (FMICS'2000).

17



The Full Model

18




Structure is Everything

Object-orientation offers:

 Object-based composition

* Expressing commonalities via inheritance
* Adjustability via subtyping

* Modeling pragmatics of SCChart enable UML-like
documentation

19



private ref WaterSensor water

Control

tructure is Ever

Controller extends Controllerinterface

private ref SteamSensor steam private ref Valve valve

M

CollectFailures

- -~

1: water.isCritical() 2: anyDeviceFailure

|

]

1

i

I

]

]

|

1

I

]

]
]
1
.

NoEmergency

Initialization
entry / MODE = Modes.INITALIZATION

InitializationSteps

Normal
entry / MODE = Modes.NORMAL

ref MaintainWaterLevel cor er, pumps|

1: water.isCritical() 3: anyDeviceFailure 3: !lanyDeviceFailure 2: water.hasDeviceFailure()

Degraded
entry / MODE = Modes.DEGRADED
ref MaintainWaterLevel conlro

2: water.hasDeviceFailure()

Rescue

entry / MODE = Modes.RESCUE
entry /vi .setBaseLevel getLastValidLevel())

ref ComputedWaterLevel virtualWater(steam, pumps)

ater, pumps|

: lwater.hasDeviceFailure()

S

1: water.isCritical()

MaintainWaterLevel control(virtualWater, pumps]

ref

1: steam.hasDeviceFailure() ||
pumps.hasMonitoringDeviceFailure()
|| virtualWater.isCritical()

ything

private ref MonitoredPumpsControl pumps

1:3 STOP

2: anyDeviceTransmissionFailure || ) EmergencyStop
nitializationFailure A entry /MODE = Modes.EMERGENCY_STO
1
1
1
1
L
]
]
I
’l
3
I
I
I
i
d
1

It's demo time!

20



Demo Recap: Subtyping

:al() -

NoEmergency

entry / MODE = Modes.NORMAL
ref MaintainWaterLevel control

input ref AbstractWaterLevel level

erLevelCon

Nermal

ter, pumps)

MaintainWaterLevel

2: level.isLow()

input ref MonitoredPumpsControl purmps

1: water.isCritical()

input ref SteamSen:

Degraded

VirtualWaterLeve|

—3 i il ———— entry/ MODE = Modes.DEGRADED
3t anyDeviceFailure atd - —2:water.hasDeviceFailure() =%
base

ref MaintainWaterLevel control{water, 5) —_ T
umps-l
true

entry / MODE = Modes.RESCUE
entry / virtualWater setBaseLevel(water.getLastValidLevel())

sor steam

Rescue

ref ComputedWaterLeve| virtualWater(steam, pumps)
ComputedWaterLevel extends AbstractWaterLevel

input ref MonitoredPumpsControl pumps

+ —level

MaintainWaterLevel

input ref MonitoredPumpsControl pumps

7
pumps.acnvatePumpsltConﬁg.NUM_PUMPS) 3: tanyDeviceFallure
¥ V team
Low virtualChange
level.isHigh() level.isLow() ref MaintainWaterLevel control(virtualWater, pumps)
/ pumps.activatePumps(0) /
pumps.activatePumps(Config.NUM_PUMPS) —2: water.hasDeviceFailure() .
input ref AbstractWaterLevel level

WaterLevelControl

1: level.isHigh()

/ pumps.activatePumps(0)

2: lwater.hasDeviceFailure(}— i

level.isHi

2: levelisLow()
'

pumps.activatePumps(Config.NUM_PUMPS)

igh()

v

Low

*—_———\

level.isLow()

/ pumps.activatePumps(0) /

pumps.activatePumps(Config.NUM_PUMPS)

2: anvDeviceTransmissionFailure | |

1:3STOP

21



Demo Recap: Inheritance

AbstractFailure

Zﬂf‘@

MonitoredPump MonitoredPumpsControl

PhysicalUnit
RepairHandling

Normal

UnexpectedMessages

deviceFailure
/ failMsg

Failed
UnexpectedRepairMessage
MissingAck
Controller Valve

Control ValveControl '/.

failAckMsg

FailingAcknowledged
UnexpectedAckMessage

repairMsg
/ deviceFailure = false; 1: deviceFailure
repairAckMsg / failMsg 2: 'repairMsg

— | _

Repaired

UnexpectedAckMessage
AbstractWaterlLevel

e T O T2

ComputedWaterLevel WaterSensor

SteamSensor PumpMonitor Pump

VirtualWaterLevel WaterLevelConsistency SteamFlowConsistency FlowState

PumpState



Demo Recap: Object Composition

Controller
extends
Controllerinterface
Control
SteamSensor WaterSensor Valve
extends extends MonitoredPumpsControl extends
Steaminterface WaterLevellnterface extends Valvelnterface
PhysicalUnit AbstractWaterLevel MonitoredPumpsinterface ValveControl
SteamFlowConsistency PhysicalUnit AbstractFailure

WaterLevelConsistency

Config.NUM_PUMPS

MonitoredPump
extends
MonitoredPumpsinterface
AbstractFailure

0

PumpMonitor
extends
SinglePumpControlinterface
PhysicalUnit

FlowState

Pump
extends
SinglePumplnterface
PhysicalUnit

PumpState



Demo Recap: UML Documentation

MonitoredPumpsinterface

Input
+ PUMP_STATE: bool signal
+ PUMP_REPAIRED: pure signal
+ PUMP_FAILURE_ACKNOWLEDGEMENT: pure signal
+ PUMP_CONTROL_STATE: baol signal

Steaminterfa Watertevelinterface + PUMP_CONTROL_REPAIRED: pure signal
ot ot + PUMP_CONTROL_FAILURE_ACKNOWLEDGEMENT: pure signal
+ STEAM: int signal + LEVEL: int signal MaintainWaterLevel gl
+ STEAM_REPAIRED: pure signal + LEVEL_REPAIRED: pure signal Input + OPEN_PUMP: pure signal
+ STEAM_FAILURE_ACKNOWLEDGEMENT: pure signal | |+ LEVEL_FAILURE_ACKNOWLEDGEMENT: pure signal | |* level: AbstractWaterLevel + CLOSE_PUMP: pure signal
Valvelnterface Outpot utpue + pumps: MonitoredPumpsControl + PUMP_FAILURE_DETECTION: pure signal
ey + STEAM_FAILURE_DETECTION: pure signal + LEVEL_FAILURE_DETECTION: pure signal o + PUMP_REPAIRED_ACKNOWLEDGEMENT: pure signal
+VALVE: pure signal| [+ STEAM_REPAIRED_ACKNOWLEDGEMENT: pure signal| |+ LEVEL REPAIRED_ACKNOWLEDGEMENT: pure signal| ~ |# WaterLevelControl + PUMP_CONTROL_FAILURE_DETECTION: pure signal
level pumps + PUMP_CONTROL_REPAIRED_ACKNOWLEDGEMENT: pure signal
| [ '
Controllerinterface
.+ STOP: pure wgﬂ:l‘“" AbstractWaterLevel
: pure si # levelint
* STEAM_BOILER WAITING; pure signal i preremr——
+ PHYSICAL_UNITS_READY: pure signal + isHigh(): bool
output + isLow(): bool # transmissionFailure: bool
i + isNormal(: bool 8 deviceraure bodl
+ PROGRAM_READY: pure signal + isCritical): baol + hasTransmissionFailure(): baol
+ Modes: nullenum + hasDeviceFalure(): bool
controller ComputedwaterLevel Physicalunit
- water: WaterSensor gt Input
- steam: SteamSenser -+ steam: SteamSensor + repairMsg; pure signal
- + pumps: pscontrol| [+ fai signal
valve: Valve e i
- pumps: MonitoredPumpsControl + failbtsg: pure signal
Regions + setBaseLevelllevel:int) + repairAckMsg: pure signal
# Control segions =
) s # VirtuaWaterLevel # RepairHonding
watel steam | pumps
2
valve Pr————— Watersensor TransmissionTimeout MonitoredPumpsControl
- open: bool  detectsteamhisg: MissingTransmissionDetectar| |- lastValidLevek: int inpue - pumps: MonitoredPump.
B etector| |+ message: pure signal ~
+ open)) + getThroughputl: boot 9 K fimeont e + activatePumps(number: int}
+close) Regtorn + getLastvalidLevel(): int i + getThroughput(): int
Regiors # SteamFlowConsistency Regions + failure: bool + hasDeviceFailure(): bool
# ValveControl # WaterLevelConsistency negions + hasMonitoringDevice Failure(): bool
detectLevelMsg # WaitingFor Timeout
e wp—




by

The 3" Generation
Verification and Risk Analysis

from 2024
okessa Hamann and Jette Petzold

Tokessa Hamann, Safety Analysis of the Steam Boiler in SCCharts, Bachelor's Thesis,

Kiel University, Department of Computer Science, 2024.

25



Risk Analysis

Analyzes the bigger picture

Helps to avoid or mitigate
risks

Manual but structured
process

Helps to identify plans for
component failures

Many techniques

26



System-Theoretic Process Analysis (STPA)

* Capable of identifying | ces

unsafe interaction between 3

com p onen tS System-level-Hazards €< ng;i;;?::'
* Usable in early design stages X 0 A
e Still identifies component Unsafe | [osPonsiorities

. Control
Fa | l.U res Action ] Controller
T constrains
Scenarios Scenarios
(without UCAs)| | (with UCASs)
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30

STPA for the Steam Boiler in PASTA

Hazards

H1 "Steam-boiler outside safe water levels" [L1, L2, L3, L4, L5] {

H1.1 "Water level is too low"

H1.2 "Water level is too high"

} L1 L2
H2 "The heat is outside safe levels" [L1, L2, L3, L4, L5]
H3 "System integrity is lost" [L1, L2, L3, L4, L5]
H4 "Inadequate steam production™ [L5]
H5 "Wrong operation mode"™ [L1, L2, L4, L5]
H1
H1.1 H1.2
1 F 3
’ . SC1
It's demo time!
SC1.1 SC1.2

|_ LSJ L4 |_ L5
H2 H3 H5
H4
sc2 sc3| |scs| |sca

28



Verification

Benefits: Current limitations:
* Automatic generation of LTL * Only simplified models
formulas (derived from OO variant)

* LTL formulas based on UCAs * Only NuXmv support

ensures good coverage * Onlysingle components

29



Verifying the Valve Behavior

@LTL "G ((progInit && X(mode==0 && waterlLevel>=7 && !valve

&& !fail && !progReady)) -> X(VALVE))", "UCA70"
UCA70 = “If water level is greater than N2 and valve closed, the valve command is issued”
UCA71 = “If water level is normal and valve open, the valve command is issued”
UCA72 = “If water level is below normal and valve open, the valve command is” issued”

UCAT73-76 = “If mode is not Initialization, no valve command is issued”
UCA77 “If water level is normal and valve closed, no valve command is issued”
UCA78 “If water level is below normal and valve closed, no valve command is issued”

Properties related to valve correct state, for instance:
¢ P6: Valve commands are issued only in initialize mode.
e P7: In initialize mode if water level is greater than N2 the valve is open.

é Cattel, T., Duval, G. (1996). The Steam Boiler problem in Lustre.
In: Formal Methods for Industrial Applications.



Wrap up

* Steam Boiler is still a good benchmark for
 Modeling capabilities
* Tooling

* SCCharts with different emphases

* Interactive simulation
* Object-oriented design

KIELER in the Web
github.com/kieler

* Risk analysis

Heat: 120°C

= Steam level: 0
Water level: 7291
@
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